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PART 1100—EMPLOYEE 
RESPONSIBILITIES AND CONDUCT 

AUTHORITY: 5 U.S.C. 7301. 

SOURCE: 71 FR 25934, May 3, 2006, unless 
otherwise noted. 

§ 1100.1 Cross-references to employee 
ethical conduct standards, financial 
disclosure and financial interests 
regulations and other conduct 
rules. 

Employees of the United States Sec-
tion of the International Boundary and 
Water Commission are subject to the 
executive branch standards of ethical 
conduct contained in 5 CFR part 2635, 
the executive branch financial disclo-
sure regulations contained in 5 CFR 
part 2634, and the executive branch fi-
nancial interests regulations contained 
in 5 CFR part 2640, as well as the execu-
tive branch employee responsibilities 
and conduct regulations contained in 5 
CFR part 735. 

PART 1101—PRIVACY ACT OF 1974 

Sec. 
1101.1 Purpose and scope. 
1101.2 Definitions. 
1101.3 General policy: Collection and use of 

personal information. 
1101.4 Reports on new systems of records; 

computer matching programs. 
1101.5 Security, confidentiality and protec-

tion of records. 
1101.6 Requests for access to records. 
1101.7 Disclosure of records to individuals 

who are subjects of those records. 
1101.8 Disclosure of records to third parties. 
1101.9 Exemptions. 
1101.10 Accounting for disclosures. 
1101.11 Fees. 
1101.12 Request to correct or amend a 

record. 
1101.13 Agency review of request to correct 

or amend a record. 
1101.14 Appeal of Agency decision not to 

correct or amend a record. 
1101.15 Judicial review. 
1101.16 Criminal penalties. 
1101.17 Annual Report to Congress. 

AUTHORITY: Privacy Act of 1974 (Pub. L. 93– 
579, as amended, 5 U.S.C. 552a). 

SOURCE: 57 FR 24945, June 12, 1992, unless 
otherwise noted. 

§ 1101.1 Purpose and scope. 
The purpose of these regulations is to 

prescribe responsibilities, rules, guide-

lines, and policies and procedures to 
implement the Privacy Act of 1974 
(Pub. L. 93–579, as amended; 5 U.S.C. 
552a) to assure that personal informa-
tion about individuals collected by the 
United States Section is limited to 
that which is legally authorized and 
necessary and is maintained in a man-
ner which precludes unwarranted in-
trusions upon individual privacy. Fur-
ther, these regulations establish proce-
dures by which an individual can: (a) 
Determine if the United States Section 
maintains records or a system of 
records which includes a record per-
taining to the individual and (b) gain 
access to a record pertaining to him or 
her for the purpose of review, amend-
ment or correction. 

§ 1101.2 Definitions. 

For the purpose of these regulations: 
(a) Act means the Privacy Act of 1974. 
(b) Agency is defined to include any 

executive department, military depart-
ment, Government corporation, Gov-
ernment controlled corporation or 
other establishment in the executive 
branch of the Government (including 
the Executive Office of the President, 
or any independent regulatory agency) 
(5 U.S.C. 552)). 

(c) Commission means the Inter-
national Boundary and Water Commis-
sion, United States and Mexico. 

(d) Commissioner means head of the 
United States Section, International 
Boundary and Water Commission, 
United States and Mexico. 

(e) Individual means a citizen of the 
United States or an alien lawfully ad-
mitted for permanent residence. 

(f) Maintain includes maintain, col-
lect, use, or disseminate. 

(g) Record means any item, collec-
tion, or grouping of information about 
an individual that is maintained by an 
agency, including, but not limited to, 
his education, financial transactions, 
medical history, and criminal or em-
ployment history and that contains his 
name, or the identifying number, sym-
bol, or other identifying particular as-
signed to the individual, such as a fin-
ger or voice print or a photograph. 

(h) Routine use means, with respect to 
the disclosure of a record, the use of 
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such record for a purpose which is com-
patible with the purpose for which it is 
collected. 

(i) Section means the United States 
Section, International Boundary and 
Water Commission, United States and 
Mexico. 

(j) Statistical record means a record in 
a system of records maintained for sta-
tistical research or reporting purposes 
only and not used in whole or in part in 
making any determination about an 
identifiable individual, except as pro-
vided by 13 U.S.C. 8 (Census data). 

(k) System of records means a group of 
any records under the control of any 
agency from which information is re-
trieved by the name of the individual 
or by some identifying number, sym-
bol, or other identifying particular as-
signed to the individual. 

§ 1101.3 General policy: Collection and 
use of personal information. 

(a) Heads of Divisions, Branches, and 
the projects shall ensure that all Sec-
tion personnel subject to their super-
vision are advised of the provisions of 
the Act, including the criminal pen-
alties and civil liabilities provided 
therein, and that Section personnel are 
made aware of their responsibilities to 
protect the security of personal infor-
mation, to assure its accuracy, rel-
evance, timeliness and completeness, 
to avoid unauthorized disclosure either 
orally or in writing, and to ensure that 
no system of records concerning indi-
viduals, no matter how small or spe-
cialized, is maintained without public 
notice. 

(b) Section personnel shall: 
(1) Collect no information of a per-

sonal nature from individuals unless 
authorized to collect it to achieve a 
function or carry out a responsibility 
or function of the Section. 

(2) Collect from individuals only that 
information which is necessary to Sec-
tion responsibilities or functions; 

(3) Collect information, wherever 
possible, directly from the individual 
to whom it relates; 

(4) Inform individuals from whom in-
formation is collected of the authority 
for collection, the purpose thereof, the 
uses that will be made of the informa-
tion, and the effects, both legal and 

practical, of not furnishing the infor-
mation; 

(5) Neither collect, maintain, use nor 
disseminate information concerning an 
individual’s religious or political be-
liefs or activities or his membership in 
associations or organizations, unless (i) 
the individual has volunteered such in-
formation for his own benefit; (ii) the 
information is expressly authorized by 
statute to be collected, maintained, 
used or disseminated; or (iii) the ac-
tivities involved are pertinent to and 
within the scope of an authorized in-
vestigation or adjudication activity; 

(6) Advise an individual’s supervisors 
of the existence or contemplated devel-
opment of any system of records which 
retrieves information about individuals 
by individual identified; 

(7) Maintain an accounting of all dis-
closures of information to other than 
Section personnel; 

(8) Disclose no information con-
cerning individuals to other than Sec-
tion personnel except when authorized 
by the Act or pursuant to a routine use 
published in the FEDERAL REGISTER; 

(9) Maintain and process information 
concerning individuals with care in 
order to ensure that no inadvertent 
disclosure of the information is made 
to other than Section personnel; and 

(10) Call to the attention of the PA 
Officer any information in a system 
maintained by the Section which is not 
authorized to be maintained under the 
provisions of the Act, including infor-
mation on First Amendment activities, 
information that is inaccurate, irrele-
vant or so incomplete as to risk unfair-
ness to the individual concerned. 

(c) The system of records maintained 
by the Section shall be reviewed annu-
ally by the PA Officer to ensure com-
pliance with the provisions of the Act. 

(d) Information which may be used in 
making determinations about an indi-
vidual’s rights, benefits, and privileges 
shall, to the greatest extent prac-
ticable, be collected directly from that 
individual. In deciding whether collec-
tion of information from an individual, 
as opposed to a third party source, is 
practicable, the following criteria, 
among others, may be considered: 

(1) Whether the nature of the infor-
mation sought is such that it can only 
be obtained from a third party; 
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